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(Explain keywr ity and cryptography.)

Question No 1.
i) You are a cybersecurity analyst at Iggbgﬂgggl?o preparing to migrate key organizational assets to a cloud

environment. Management wants to ensure that Eﬂl‘fﬂl‘mf ormation-is-protected ‘and proper security measurcﬁ are

applied. Management wants to move five Key assets 10 the cloud for remote access. ss. Each asset has different
sensitivity an €ss nnpact@manclal Dataj— includes transaction records, client invoices, and bank details.
Employee Records\- personal information, payroll data, and performance repons Software Source Code) -

“proprietary code for EOMpALE s products. “Marketing Materials' - presentations, brochures, and campaigns.

lnternal Project Plans 7 confidential plans for new products under development.
Complete the table below by identifying the criticality, CIA priority, and suggest suitable secu rity measures.
[3 Marks]

Criticality

Priority (C/I/A ity
(High/Medium/Low) CIA ¥y ( ) Suggested Security Measure(s)

Asset/Resource

Financial Data
Employee Records
Software Source Code
Marketing Materials
Internal Project Plans

-
ii) A multinational organization, GlobalTech, is planm'ng a \full
moving all sensitive operamg_d,ghent data to cloud-based syslerps They are wgl;nedrabou future threats, insider

misuse, and mamtamm ning trust with clients. . Management wants to ensure proper ccountablhty an comrol over data
access, while keepmg information authentic, conﬁdenna] and properly authorized:

//) Explam how lnformanon Security ensures authenticity, authorization, and accountability in this
[ digital transformation. Identify which aspects of the CIA tnad are most critical for Pfotec““g futre
~ digital assets and why. / ey

'b) Discuss at least two cyber security principles and two security strategv measures that GlobalTech

should adopt to maintain the integrity and reliability of their systems in the future. £
/ [1.5+1.5 = 3 Marks| \./
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s ; nel.
(Branch A) and Bob (Branch B) of  fj,,,,cial company want to establish a secure session over 111.e " is
THey plan to use the Diffie-Hellman key exchange to agree on a shared secret key. Once the session key
- o e

established, messages will be protected using 4 MAC for integrity, and the company is considering HMAC for
o —

stronger authéntication and integrity.
E
D,

/ xplajn how Alice and Bob woulg use Diffie-Hellman to establish a shared secret key. _

b) ribe how a MAC can be ygeq to ensure that messages exchanged are not tampered with. Analyze
0 HMAC strengthens message Compared to a simple MAC.
Identify the likely threat or attack yj,,, could occur if Diffie-Hellman is used without authentication.

Suggest a practical mitigation technigye 1hqy the company could implement to prevent this threat in a
real-world business environment, [14+1+2=4 Marks]

............. CLO-2

appropriate security measures to identify threat and vulnerabilities using Attack
Prevention techniques)

(Apply

3 s [y . ] . 2 C |‘

n No 3. While sitting in a café, a user notices that their phone suddenly prompts them to connect to a free
etwork named ““Cafe_Free_WiFi_5G." When they connect, a pop-up appears asking them to enter their -
email and password to “verify access.

" The user becomes suspicious because the café normally requires no login.

Identify the type of wireless attack taking place and briefly explain how the user could protect themselves from it.

g |3 Marks]

No 4. A company employee downloads free utili y software from an untrusted website, Shortly after
lation, the employee notices unusual activity: files are being deleted, sensitive company data is being sent over

the internet, and the system runs slower than usual. S e e
¢ &~ a)ldentify the type of malware likely responsible for this behavior. %
1L b) Explain how this malware could have entered the system and what immediate steps the organization ™~

should take to contain the threat.

16 Marks]
SSO across its internal network with a Key Distribution Center

g Server) Draw a Kerberos authentication flow diagram including
TGS), and the service. Explain step by step how Kerberos applies

security megsures to: Ay
//(E?:s ¢ mutual authentication between Alice and the service. Lf
)P il (:

ofect against replay attacks.
Distribute keys securely without transmitting passwords in plainjeX
¢ role of the KDC in this process and identify ohe p

on No 5. FinTech Corp uses Kerberos for
(KBC). Alice wants to access theAccountin
all messages between the user, KDC (AS &

ity weakness. Suggest a

al'wa y_t? apply mitigatjon t_%p{gvem.this weakness. |5 Marks]
4 RO
Question No 6. A small bank \i!%nig_'.{d' é’ﬁnlrol’access to its customer database: [6 Marks]
*  Branch managers can read and ni:)dify all customer records. L = =
o Teller staff can only read customer records,
e Intems cannot access customer records.
a) Identify the most appropriate access control mogel for this scenario. ; « %0
ag
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/”%fcnle a simple Access Control List (ACL) showing the permissions for each user role.
¢) Using your understanding of different types of firewalls, fill in the table below by identifying the OS]

layer(s) each firewall type primarily operates on and its key feature or function. = / [5Marks]
Firewall Type Primary Os_]mli Operates On Key Feature / Function
Packet Filtering Firewall e e
Circuit-Level Gateway PR A
Application Proxy Gateway s
MAC Layer Firewall
Hybrid Firewall

CLO-3

/ : (Describe Legal , ethical and professional issues and obligations)

7

Question No 7. XYZ Corporation manages a critical customer database that contains sensitive information. The company
ha¢/identified that the value of this asset is $500,000, and in the event of a security breach, they could p_olen’ti:ﬂy_lgm}ﬂ%
imate that an attack occurs once every 5 years, To reduce this risk, the
which would cost $25,000. Snort is expected to reduce

f the asset’s value. Currently, security analysts est
company is considering implementing Snort (an IDSAPS system),
the frequency of attacks to half. L™

a) Calculate the Single Loss Expectancy ' (SLE) for the database.
b) Calculate the Annual Loss Expectancy (ALE) without implementing Snort.
¢) Calculate thgrAnnual Loss Expectancy (ALE) after implementing Snort.

d) Based prybur calculations, determine whether Snort is cost-effective. Show all steps. 27

_|10_Marks]
0 8. A healthcare technology company is preparing to launch a new patient-record man agemeﬁ system
an internal audit, the security manager emphasizes that the system must follow a formal set of technica

trols and procedures to manage cyber security risks, especially for access control, incident response, and dat:
At the same time, the legal team reminds the company that storing and processing pafient data rcqurire:

protection.
compliance with a specific law designed to protect individual’ Y
a) Identify which cyber security standard is the security manager likely referring to, and which Law is the
legal team referring to? \XNS\,‘- ¥
=4 |5 Marks
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